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In this application note, we will go through the process of publishing robot data to the Microsoft Azure
loT hub using the MQTT Connector Professional URCap extension. We will cover the setup on the Azure
side, importing the correct certificate and message sending from the robot user program.

In this tutorial, we will learn how to setup the Azure services and the robot for sending device-to-cloud
messages.

NOTE

All Azure resources used in this application note are not available anymore. Resources were created
temporarily only for the purpose of explaining this process.
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SETTING UP AZURE RESOURCES
RESOURCE GROUP

First, you must have an Azure account and an active subscription. This process is out of the scope of
this document. Microsoft offers some Free subscription plans. You can learn more on this website:

When your subscription is ready, we strongly recommend creating the Resource group for better
resource management .

Int the dashboard, please select the Resource groups option:

= Microsoft Azure

£ Search resources, services, and docs (G+/) ‘

H e £a 0 @

Azure services

"1 L
s ios) b ‘7
+ 0 e & B > A -
Create a Resource Subscriptions Cost 10T Hub App Services All resources Microsoft Entra Quickstart More services
resource groups Management .

D Center

And create the resource group by the option Create:

= Microsoft Azure | L Search resources, services, and docs (G+/)

R &g 0

2

Home >

Resource groups =

4each.cz

+ create 5 Manage view () refresh Export to CSV = Open query L3 Assign tags

You can define any name for the Resource group. While creating the Resource group you have to define
the Region. Please select the Region which is close to your application. Selection of the far region can
cause some issues due to higher response time during the communication.

= Microsoft Azure ‘ 5 Search resources, services, and docs (G+/) |

R Qs o &

Home > Resource groups »

Create a resource group

Basics  Tags Review + create

Resource group - A container that holds related resources for an Azure solution, The resource group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the mast sense for your organization, Learn more G

Project details

Subscription * (@ | Microsoft Partner Network

>
Resource group * (@ | RGURDema N ‘
Resource details
Region * @© | (Europe) West Europe v |
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In our application note we will use the resource group with the name RGURDemo:

= Microsoft Azure | & search resources, services, and docs (G+/) | Iz @ o @ &
Home > Resource groups >
Create a resource group
a Validation passed.
Basics Tags Review + create
Basics
Subscription Microsoft Partner Netwark
Resource group RGURDemao
Region West Europe
Tags
MNane
IOT HUB
In the resource group RGURDemo, please select the Create option:
= Microsoft Azure | A Search resources, services, and docs (5+/) | i ]@ o0 A vja
Home > Resource groups >
(] RGURDemo < =
Resource group
IP bearch I « =+ Create 3 Manage view T Delete resource group () Refresh Export to C5V iy Qpen query D

The Microsoft will bring you to a Marketplace with a lot of components. Please use the search

|~ A Eccantiale

function to locate the IToT Hub service and use the Create function.

= Microsoft Azure

Home >

Marketplace
Get Started

Service Providers

Management

Private Marketplace

Private Offer Management

My Marketplace

Favorites
My solutions
Recently created

Private plans
Categories

Internet of Things (67)
Analytics (31)

Al + Machine Learning (13)
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| & Search resources, services, and docs (G+/)

| B &

® s o0 &

I £ ot hub

EY I ( Publisher name : All ® ( Product Type : All ® ( Publisher Type : All ®

[] Azure services only

( Operating System : All ® ( Pricing : All ®

¥, New! Get Al-generated suggestions for your search.

Showing 1 to 20 of 93 results for ‘ot hub'. Clear search

X

L

loT Hub
Microsoft

Azure Service

Connect, monitor and manage loT
devices

Create ~~

loT Hub Device Provisioning
Service

Microsoft
Azure Service

Seamless, zero-touch registration
of devices to loT Hub with security
that begins at the device and ends
with our cloud

Create v~

Device Update for loT Hub
Microsoft

Azure Service

Securely and Reliably update your
devices with Device Update for [oT
Hub,

Create ~~

SIEMENS

Insights Hub

Siemens DI Software
5aas

Insights Hub is an ir
a service solution wi
analytics and Al

Subscribe
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During the IoT Hub creation, some parameters are important:

= Microsoft Azure | 2 Search resources, services, and docs (G+) ‘ i @ 20 8

Home > Marketplace > loT Hub >

loT hub

Microsoft

Basics  Networking Management  Add-ons  Tags Review + create

Create an loT hub to help you connect, monitor, and manage billions of your loT assets. Learn more o'

Project details

Choose the subscription you'll use to manage deployments and costs. Use resource groups like folders to help you
organize and manage resources.

Subscription * @ | Microsoft Partner Metwork ~ |
Resource group * @ | RGURDemo ~ |
Create new

Instance details

10T hub name * (@ | loTHUbURDema ‘/|
Region * @ | West Europe ~ |
Tier * | Free ' |

0 Free trial explores the app with live data. Trials cannot scale or be upgraded
later.

Compare tiers

Daily message limit * @ | 8 000 (0 €/month) ~ |

Please select the existing Subscription and the created Resource group.

When you define the ToT hub name, please note, the name must be globally unique. This name will

become the hostname in the domain. For our needs we have defined the loT Hub
name as loTHubURDemo.

For this application note we’ve selected the Free tier of the loT Hub. Please note, the Free tier
can’t be upgraded to the higher tier in the future, and it is allowed to have only one Free tier instance
of the loT Hub in the subscription.

For the demonstration needs of this application note we have defined the public access tothe
loT Hub in the networking configuration:

= Microsoft Azure | £ Search resources, services, and docs (G+/) | & @ & @ A

Home » Marketplace > loT Hub >

loT hub

Microsoft

Basics MNetworking  Management  Add-ons  Tags Review + create

You can connect to your loT hub either publicly via its public hostname or privately using a private endpoint.
Learn more '
Connectivity configuration * ® public access

O Private access (Recommended)

ﬂ You can change this or configure another connectivity method after this resource has been created.
Learn more
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Please select the Shared access policy + RBAC permission model:

= Microsoft Azure ‘ P search resources, services, and docs (G+/) | & J@ e &

Home » Marketplace > loT Hub >

loT hub

Microsoft

Basics MNetworking Management  Add-ons  Tags Review + create

Role-based access control

Change the permission model to Azure role-based access control (RBAC) only, or to a combination of shared access
policies and RBAC. Learn mare o

Permission madel O RBAC only
@ Shared access policy + RBAC

To manage the elements within an instance, a user needs access to loT Hub data APls. Select the suggested role below

to grant yourself full access to the APIs. You can also use Access Control (|1&4M] to choose appropriate roles later.
Learn more '

Assign me D loT Hub Data Contributor role @
Scale
Device-to-cloud partitions * @ 2 v

Preview mode

A\ Tuming preview made on means this loT hub can't be used for production environments. Some existing features may
not work. This setting can't be changed later. Learn more o'

Try new features like MQTT 5, TLS maximum fragment length negotiation, and ECC server cert. Learn more o'

Preview mode O Gn

@® off

The Free tier loT hub does not allow any Add-ons:

= Microsoft Azure | £ Search resources, services, and docs (G+/)

Home » Marketplace » loT Hub >

loT hub

Microsoft

Basics Networking Management  Add-ons  Tags Review + create
The following features are optional and billed separately. Microsoft recommends enabling them to ensure the most
robust protections and capabilities to secure and update your fleet of devices are available. Learn more '

Device Update for loT Hub
Device Update for |oT Hub is an additional service that enables you to deploy over-the-air updates for your loT

devices. You will be charged separately for this service. See Azure pricing & for more details.

Enable Device Update for 10T Hub D
© Thisadd-on is not supparted for the selected hub tier.

Defender for loT

Microsoft Defender for 10T &' is a separate service which adds an extra layer of threat protection for Azure loT Hub,
10T Edge, and your devices. You will be charged separately for this service. Defender for loT may process and store
your data within a different geographic location than your 10T Hub. Learn mare =

Enable Defender for 10T |:| 0,001 € per device per month
@ This add-on is not supparted for the selected hub tier.

1/5/2024



We are not going to use any pre-defined Tags for this demonstration:

= Microsoft Azure ‘ £ Search resources, services, and docs (G+/)

|

Home » Marketplace > loT Hub >

loT hub

Microsoft

Basics Metworking Management  Add-ons  Tags  Review + create

Tags are name/value pairs. To categorize resources and consolidate billing, apply the same tag to multiple resources
and resource groups. Your tags will update automatically if you change your resources. Learn more &'

MName (@ Value () Resource

‘ | : ‘ | 10T Hub
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e o &

On the last page, you can review the loT Hub configuration and you can start the deployment process

by clicking the Create button:

= Microsoft Azure | ' Search resources, services, and docs (G+/)

Home > Marketplace > loT Hub >

loT hub

Microsoft

Basics Networking Management

Pricing

loT hub

Add-ons total

Basics

Subscription

Resource group

10T hub name

Region

Disaster recovery enabled
Tier

Daily message limit

Networking

Connectivity configuration
Private endpoint connections

Allow public network access

Management

Tier

Number of F1 10T hub units
Device-to-cloud partitions
Enable Defender for loT

Preview mode

Device Update for loT Hub

Disabled

Tags

Add-ons  Tags Review + create

0 €EUR
per month
Change basics

Change add-ons

Microsoft Partner Network
RGURDemo
loTHUbURDemao

West Europe

Yes

Free

& 000 (0 €/month)

Public access
MNone

Enabled

2

Disabled
Off

‘ Create | | < Previous: Tags ‘ H Next > H Automation options

Since the deployment is successfully finished, you can find your new loT Hub loTHubURDemo in the
resource group RGURDemo.
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SHARED ACCESS POLICIES
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Open your new loT Hub loTHubURDemo in the resource group RGURDemo and in the left blade find
Shared access policiesinthe Security settings section.

= Microsoft Azure

Home > leTHubURDemo

loTHubURDemo | Shared access policies = # -

loT Hub

:

2 Overview

Activity log

Access control (IAM)

Tags

¥ & ¥ O

Diagnose and solve problems

Events

Device management

Devices

@ joTEdge

% Configurations + Deployments

¢ Updates

B Oueries

Hub settings

Built-in endpoints

V. Message routing

T File upload

# Failover

@ pricing and scale
1l Properties

& Locks

Security settings

Ictentity

Shared access policies

[ search resources, services, and docs (61 | B @& @ g weheieha@y
iothubowner %
loTHubURDemo
@ Regenerate primary key @ Regenerate secondary key [l Swap keys

Shared access policies may be used to generate security tokens to consume loT hub functionality. Learn more
Primary key
Connect usil hared lici
onnect using shared access policies ‘ = | o
Secondary key
‘ ol M
Copy to clipboard
Primary connection string
\ | D
Manage shared access policies Secondary connection string
\ | D

Policy Name Permissions

Registry Read, Registry Write, Service Connect, Device Connect

Service Connect

Device Connect

Registry Read

Registry Read, Registry Write

Permissions

Registry Write
Service Connect

Device Connect

From the list of policies select the existing i othubowner policy. On the right blade, copy the
primary connection string to the clipboard and keep it for future use.
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DEVICE EXPLORER

For the Device definition and monitoring we are going to use the Device explorer utility from the
Azure loT SDK.

Please download the utility from the https://github.com/Azure/azure-iot-sdks/releases

website. Point to the Azure loT SDKs section and scroll down to the assets. The recent version of the
SetupDeviceExplorer.msi file should be available here.

The version of the utility from the time of this application note should be directly available from
https://github.com/Azure/azure-iot-sdks/releases/download/2016-11-17/SetupDeviceExplorer.msi

Insert the connection string of your loT Hub to the Configuration tab of the Device explorer and
press Update:

B8 Device Explorer Twin — a

m L'E

Configuration Management Data Messages To Device Call Method on Device

Connection Information
| loT Hub Connection String:

HostName=lo THubURDemo.azure-
devices.netSharedAccessKeyMName=iothubowner,SharedAccessKey=bxb7kjATfsaBHVZm8uqdVig
OpkycQB6xAloTP4Ev2g=

Protocol Gateway HostName: Info X

| Update o Settings updated successfully

Shared Access Signature

Key Name jgthubowner
Key Value |5x57jkjA1fsaBHVZmBugqdVZgOpkycQ86xAlo TP4Ev2g=
Target ||oTHubURDemo.azure-devices.net

TTL (Days) 365 = Generate SAS

SharedAccessSignature sr=loTHubURDemo.azure-
devices net®sig=FooZGXYuCgnOdkI9BT14VICSP%2FbqduY mMuQNbGDIS0s%3D8&se=1735827755
&skn=iothubowner
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Go to the Management Tab and create the device by pressing the Create button:

a5l Device Explorer Twin - O *

Configuration Management Data Messages ToDevice Call Method on Device

Actions
Create Update Delete SAS Token... Twin Props.
Devices
Total: 0
Id PrimaryKey SecondaryKey PrimaryThumbt SecondaryThur ConnectionStrir

Create the device in the dialog. Define only the name of the device and keep default values in other
dialog fields. We are going to use the name URDemoDevice.

Create Device — O >

Device Authentication
(@) Security Keys () X509

Device ID: |UHDemoDevice| |
Primary Key: |rCY'|BSXEEU?GOrJEWVHTgD-lhRQI'EaLgZGvn-IwBtuY: |
Secondary Key: |Kr"fOlf.estzEGe.F&\tI1ﬂ\rplH}.'bg::9'1-F‘dD:f&T-"I'Eiesshz.F\nHBH'ﬁ= |
] Auto Generate ID Auto Generate Keys
Create Cancel

Since The device is created, it should be available in the list on the management Tab of the Device
Explorer.

5! Device Explorer Twin - O *

Configuration Management Data Messages ToDevice Call Method on Device

Actions

Create Refresh Update Delete SAS Token... Twin Props.

Devices
Total: 1

PrimaryKey SecondaryKey PrimaryThumbl SecondaryThui ConnectionStrir ConnectionS

Id
S URDemoDev. (CY19SX3j8U. (KiYOkesbE6. | | |HostName=l_ |

1/5/2024 9
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Select the SAS Token... function for generating the token:

a5l SASTokenForm - O x
DevicelD | URDemoDevice b
DeviceKeys |CY195%38U7G0r EWVRTaD4hRGIGaLg26vndwBiuY= ~
TTL (Days) 360 :

Generate Done

Inthe SASTokenForm, please, enter the TTL value for the device.
NOTE
Please don’t leave the TTL field on its default 0 value, it will cause the connectivity issues.

After choosing the Generate function, please copy the generated text (token) and keep it for future use.

1/5/2024 10
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ROBOT INSTALLATION
NOTE

As we are going to transfer complex string values to the robot, we recommend creating the simple
Installation and robot user program in the URSim environment and transfer it to the real robot. You can
download the Simulator (URSim) on the website

As a first step in the robot environment is to use the device name as an MQTT Client Id in the
installation Tab of the MQTT Connector URCap.

Please Select the User defined Client Id a enter the name of the device same as it is defined in the
Device explorer Utility. In our case we use the URDemoDevice.

azure_pub_test 2024 D
default* i

New,

General

MQTT Connector Professional 1.8.0

License verification status

Safety

Features

URcap is licensed for: 20195099999
> Fieidbus Robot serial number: 20195099999
Vv URCaps License validation status: oK
MQTT Start MQTT daemon | Stop MQTT daemon
Connector MQTT connector daemon status: running
Client ID
[User defined ~ | URDemoDevice
Certificates
| Import... |
[ | Delete selected
Show advanced options: O

O Normal S| ——— % Simulation .

The second step is importing the certificate set for the TLS Communication with MS Azure. Chose the
Import. .. option and select the Certificate file.

NOTE

e Youcan download the Al1AzureCertificates. crt file from the Documentation section
of the product website

Find the certificate file on the filesystem of the robot in the Import dialog.

1/5/2024 11
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[y Open + x

Look In: |ﬁ matt_azure 2024 v | 8RR

[ AllAzureCertificates.crt

File Name: AllAzureCertificates.crt
Files of Type: [Certificate (.crt) -]
Open ” Cancel |
NOTE

e You can transfer files to the robot by using SFTP or SCP protocol (we usually use the WINSCP
utility for file transfers. Available on the website).

e The location for user programs in the URSim environment is /home/ur/ursim-
current/Programs.UR10

e The location for user programs in the real robot is /programs

After the successful import, the certification file should be visible in the list.

Certificates

| Import... |

[AllAzureCertificates.crt - H Delete selected

ROBOT PROGRAM

The main program body is as following (note that robot program loops forever property is disabled)

Run Program I
9
Advanced
1 ¥ Robot Program g
Loop 2 a= =0 g
SubProg 3 == host="loTHUbURDemo.azure-devices.net" a
4 a= port:=8883
Assignment - o f _ i o, ) i T o
5 a= pass:="SharedAccessSignature sr=loTHubURDemo.azure-devices.net%2Fdevices%2FURDemoDevice&sig=VW4%2F xF o
If 6 == uname:="loTHUbURDemo.&azure-devices.net/URDemoDevice/?api-version=2021-04-12" %
7 2= init= initiali =
Script a- nit=matt_initialize(host, port, uname, pass) 2
8 a= conn=mgtt_connect_tis("AlAzureCertificates.crt") K
Event 9 ¢ & Loop 100 times
Thread 10 o= =1+l <
—— q 11 == pubmessage:=str_cat("Hello Azure No. ", to_str(1)) Jq 5
iz 12 == pub=matt_publish("devices/URDemoDevice/messages/events/", pubmessage, 0, False ) %
Timer 13 B Wait: 1.0 a
Screwdriving == disi=mgtt_disconnect()
Home

> Templates

Simulation .

O Normal

1/5/2024 12
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The following parameters are required to successfully initialize the connection:

e Host: The address of the host consists of the name of the loT Hub and the azure-devices.net
domain. In our case the host is defined as . The parameter is
type of string, so it is necessary to put the value in double gote (“”).

e Port: The port of the IoT Hub is 8883 (standard MQTT port for TLS connectivity)

e Username: The username should follow this pattern {iotHub-hostname}/{device-
id}/?api-version=2021-04-12, where{iotHub-hostname} is the full CName of the loT
Hub. In our case the username should look like

e Password: Should be part of the SAS Token we’ve kept from the Device Explorer. The pattern
of the password is SharedAccessSignature sig={signature-
string}&se={expiry}&sr={URL-encoded-resourceURI} . Let’s consider the following
SAS token:

SharedAc
cessSignature sr=IoTHubURDemo.azure-
devices.net%$2Fdevices$%$2FURDemoDevice&sig=VW4%2Fxhd53J0osFI9SRyMZ3p
veDLIONAQQiDR%2Bt9FBGtLA%3D&se=1735549327

After removing the grey part, the rest of the SAS token should be used as a password.

All the parameters mentioned above are used in the standard MQTT Connector function
mqtt_initialize.

mqtt_connect_tls— opens network connection between robot and MQTT broker. Function takes one
string parameter with the name of the certificate file. In our case “A11AzureCertificates.crt”

Afterwards, program jumps into the testing loop, which contains the mqtt_publish function.
The mqtt_publish function expects following parameters:
e Topic: The Topic parameter should fit the following pattern devices/ {device-

id}/messages/events/ .

In our case the Topic parameter should look like
devices/URDemoDevice/messages/events/

e Payload: Some data to be sent to the MS Azue. In our case we are sending String “Hello Azure
No.” with the iterator number of the loop.

mqtt_disconnect - Disconnects from the broker cleanly. It is advised to use disconnect function to
clean up network resources and to let broker know, that client has disconnected voluntarily.

FOOTNOTES

e Program doesn’t check whether broker is connected or not. It tries to connect, and then loops
forever. However, if connection does become available in the future, it connects automatically,
i.e. it performs automatic reconnect.

e Return values from functions are stored in variables, but never used. They are set like this for
clarity and ease of debugging thanks to variables lookup table in Polyscope.
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